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New retail funds code 
 

By way of a government gazette notice published on 14 December 2018, the SFC has confirmed that the 

revised Code on Unit Trusts and Mutual Funds will take effect on 1 January 2019. Our client alert on the 

revised code is available here: Conclusion of SFC consultation on proposed changes to the code on unit trusts 

and mutual funds.  

 

 

New conduct requirements for licensed corporations relating 

to OTC derivatives 
 

Scott Carnachan  

 

The Securities and Futures Commission (SFC) issued its Consultation Conclusions on (1) the OTC derivatives 

regime for Hong Kong – Proposed requirements in relation to OTC derivative risk mitigation and client clearing; 

and (2) Proposed conduct requirements to address risks posed by group affiliates (Conclusions) on 12 

December 2018. The Conclusions impose new conduct obligations relating to: 

 

1. managing financial exposure to group affiliates and other connected persons; 

 

2. risk mitigation measures when entering into non-centrally cleared OTC derivative transactions; 

 

3. the provision of client clearing services in relation to OTC derivative transactions (the new type 12 

regulated activity); and 

 

4. soliciting or recommending clients enter into OTC derivative transactions with a group affiliate, or 

booking OTC derivative transactions with a group affiliate. 
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This article relates to items 1 and 2. Type 9 licenced corporations should note that they will be subject to the 

requirement to apply risk mitigation measures when entering into non-centrally cleared OTC derivative 

transactions in certain circumstances. 

 

The Conclusions are available here: 

(https://www.sfc.hk/edistributionWeb/gateway/EN/consultation/conclusion?refNo=17CP9). 

 

New general obligation – Manage financial exposure to group affiliates and other connected persons 

 

The Conclusions contain an amendment to the Code of Conduct for Persons Licensed By or Registered with 

the Securities and Futures Commission (Code of Conduct) that requires all licensed corporations to manage 

financial exposure to group affiliates and other connected persons. It is set out in the new paragraph 20.1 of 

the Code of Conduct, which come into effect on 14 June 2019: 

 

20.1 A licensed corporation should manage financial exposures to group affiliates and other 

connected persons, namely its shareholders, directors and employees, according to the same 

risk management standards it would apply in respect of financial exposures to independent third 

parties undertaken by it on an arm’s length basis, except where doing so would have the effect of 

overriding an applicable requirement or exemption under any law, rule or regulation administered 

or issued by the Commission or the regulators (if any) of the group affiliates or other connected 

persons in respect of the exposure or transaction giving rise to the exposure. 

 

Licensed corporations should satisfy themselves that their current financial oversight procedures are sufficient 

to meet this new requirement. 

 

New risk mitigation requirements relating to non-centrally cleared OTC derivatives 

 

The Conclusions contain amendments to the Code of Conduct that require a licensed corporation which enters 

into non-centrally cleared OTC derivative transactions to implement specified risk mitigation requirements. 

The general obligation is set out in a new paragraph 4.3A of the Code of Conduct. The licensed corporations 

subject to the requirements and the specified risk mitigation requirements are set out in a new Schedule 10 to 

the Code of Conduct. The final form of paragraph 4.3A and Schedule 10 are on pages 34 to 37 of the 

Conclusions. 

 

The new paragraph 4.3A and Schedule 10 will come into effect on 1 September 2019. 

 

Who needs to comply 

 

The obligation to comply with the specified risk mitigation requirements will apply to: 

 

1. a licensed corporation (regardless of the regulated activity for which it is licensed) which is a contracting 

party to OTC derivative transactions that are not centrally cleared; and 

 

2. a type 9 licensed corporation (Asset Manager) where it is managing a collective investment scheme 

“in respect of non-centrally cleared OTC derivative transactions executed by it on behalf of the collective 

investment scheme managed by it, except to the extent that the risk mitigation requirements are handled 

by the governing body of the collective investment scheme or its delegate”. Asset Managers should 

note that the definition of “collective investment scheme” in the Securities and Futures Ordinance is 

broad and includes retirement schemes and other arrangements, in addition to investment funds.  
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The SFC clarified in the Conclusions that the risk mitigation requirements do not apply: 

 

 if an Asset Manager executes transactions on the instructions of its overseas affiliates e.g. is performing 

a dealing activity, rather than an asset management activity (paragraph 35 of the Conclusions); 

 

 to discretionary accounts, although the SFC encourages Asset Managers to adopt the risk mitigation 

requirements for discretionary accounts to the extent practicable (paragraph 39 of the Conclusions). 

 

Where an Asset Manager enters into a non-centrally cleared OTC derivative transaction on behalf of a 

collective investment scheme and the trade is executed by another group company then the SFC expects the 

Asset Manager to review whether appropriate procedures are in place to achieve a similar risk mitigation 

outcome (paragraph 35 of the Conclusions).  

 

Risk mitigation requirements 

 

The risk mitigation requirements are set out as high level principles. They include requirements for: 

 

1. trading relationship documentation; 

2. trade confirmations; 

3. valuation (only applicable to the extent that the Asset Manager is “responsible for the overall operation” 

of the collective investment scheme); 

4. portfolio reconciliation; 

5. portfolio compression; and 

6. dispute resolution. 

 

Actions required 

 

Licensed corporations that are contracting parties to OTC derivative transactions that are not centrally cleared 

should review their policies and procedures for compliance with the risk mitigation requirements in Schedule 

10 to the Code of Conduct. 

 

Asset Managers that manage collective investment schemes should, in respect of non-centrally cleared OTC 

derivative transactions executed by it on behalf of the collective investment schemes managed by it: 

 

1. review their policies and procedures for compliance with the risk mitigation requirements in Schedule 

10 to the Code of Conduct; 

 

2. for each collective investment scheme: 

 

a. identify and document which of the risk mitigation requirements (if any) are handled by the 

governing body of the collective investment scheme or its delegate (other than the Asset 

Manager); and  

 

b. ensure that the Asset Manager complies with the risk mitigation requirements that are not handled 

by the governing body of the collective investment scheme or its delegate (other than the Asset 

Manager). 

 

Asset Managers should also consider the extent to which it is practicable to apply the risk mitigation 

requirements for their management of discretionary accounts. 
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Key takeaways for the asset management industry from the 

Process Review Panel’s recent annual report on SFC 

licensing and inspections 
 

Emma Tong 

 

The Process Review Panel for the SFC (PRP) (an independent panel established in 2000) issued its latest 

annual report on the workings of the SFC on 30 October 2018. This 57 page document is akin to a negotiated 

internal audit report on the SFC, so it is well worth reading in full. We have however highlighted below for our 

clients those changes the SFC has committed to make in terms of its licensing and inspection processes as a 

result of PRP recommendations. The report is relevant to both new market entrants as well as existing 

intermediaries. 

 

The role of the PRP is to help the SFC improve its processes and procedures (which means at least once a 

year the boot is on the other foot) by making practical recommendations. Each month the SFC submits lists 

of completed and discontinued cases and PRP members select cases from those lists for review. The bulk of 

the cases reviewed by the PRP this time were from the Enforcement Department but the PRP’s other main 

stated area of focus was the licence application process. The PRP therefore reviewed eight licensing cases 

with processing times ranging from six months to 15 months. 

 

SFC licensing 

 

In order to enhance the efficiency of the licensing process and for better resources management, the SFC has 

agreed to make the following changes.  

 

1. “Flatter” case team structure – Managers (who only handle complex cases) and Assistant Managers 

(who only to handle routine cases) since May 2018 all report directly to the Senior Managers. By 

eliminating one level, the SFC wants Senior Managers and Directors to provide more guidance to junior 

staff and be involved in applications at an earlier stage.  

 

2. Staff specialisation – The SFC introduced an “Application Pointers” arrangement in September 2017 

to facilitate the more efficient deployment of resources. Team leaders now need to first assess and 

identify the key risk areas of an application and then assign staff who already have appropriate 

knowledge and experience to handle the applications. The SFC has “assured” the PRP that the new 

arrangement, whereby complex cases are brought to the attention to the relevant Case Director for 

closer monitoring and guidance would help ensure that complex cases receive adequate management 

oversight. 

 

3. “Refining” licensing assessment approach – The SFC has agreed to take a more risk-based and 

outcome-oriented approach as part of its revamping of the licensing process but other than as described 

above no further details were provided.  

 

4. Revising SFC publications and licensing forms – The report does contain any detail but again as 

part of the revamp of the licensing process the SFC said it will be revising its “publications and licensing 

forms”.  

 

SFC inspections  

 

5. Time to issue letters of deficiencies – In the report the PRP “reminded” the SFC that the industry 

expects the SFC to “complete the inspection work quickly” and “invited” the SFC to review the resources 
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it allocated to inspections. The SFC however simply responded that it was already conducting regular 

reviews in this regard and explained that to ensure efficiency it was already taking the following steps 

so it would appear that no changes are planned in this regard for the time being at least: 

 

a) conducting several inspections concurrently with each inspection typically at different stages to 

allow efficient and effective use of resources; 

 

b) identifying key risk areas in advance of onsite visits so that the inspection team could focus on 

key risk areas during the visit; and  

 

c) deploying advanced data analytics to facilitate the analysis of high volume trading data with a 

view to reducing the time required for the inspection.  

 

General  

 

6. Complaints against the SFC - Although the PRP had recommended clearer guidance around whether 

a complaint against the SFC generally or a particular staff member be classified as “minor” or “serious”, 

the SFC has rejected this suggestion on the basis that the nature of complaints varied too much for 

such a prescriptive approach. 

 

7. Enhanced collaboration with other regulators – The SFC has to engage with other regulators in 

connection with inspections, approving licences and investment product applications and the PRP has 

advised the SFC to take steps to better collaborate with those other regulators. Accordingly, the SFC 

has now entered into more MOUs which the SFC says has greatly improved the level of cooperation 

especially with the CSRC and expedited the licensing approval process. 

 

8. Other - The PRP also wants the SFC to take steps to minimise the impact of personnel changes and 

adopt more technology.  

 

 

SEC cybersecurity enforcement 
 

Vincent Gao 

 

Voya Financial Advisors, Inc. (VFA), a registered broker-dealer and investment adviser, was charged in 

September 2018 with violating the Safeguards Rule and the Identity Theft Red Flags Rule (collectively, the 

Rules) of the U.S. Securities and Exchange Commission (SEC), which are designed to safeguard confidential 

customer information and to protect against identity theft. 

 

According to the SEC settlement order, hackers impersonated VFA’s contractors and successfully reset the 

contractors’ passwords by calling VFA’s telephone support line. Using these passwords, the hackers gained 

access to personally identifiable information of at least 5,600 VFA customers, and this information was then 

used to create new online customer profiles and to obtain access to account documents of at least one 

customer. There were however no detected unauthorized transfers of funds or securities from the affected 

accounts as a result of the breach. 

 

When VFA became aware of the breach, it took steps to block the malicious IP addresses, revised its user 

authentication policy to prohibit provision of temporary passwords by telephone and issued notices to affected 

customers which described the breach and offered one year of free credit monitoring. VFA also named a new 

chief information security officer.  
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The SEC however found VFA’s response to the breach to be inadequate. Although VFA had existing 

cybersecurity policies and procedures in place, the SEC alleged, in relation to the Safeguards Rule, that VFA’s 

policies and procedures, including with respect to the resetting of passwords and the identification of higher-

risk representatives and customer accounts for additional security measures were not reasonably designed, 

nor reasonably designed to be applied to its contractors. The SEC also alleged that VFA had not provided 

adequate training to its employees with respect to its Identity Theft Prevention Program and that in any event 

this program did not include reasonable policies and procedures to respond to identity theft red flags, nor was 

the program reviewed and updated in response to changes in risks to VFA’s customers. 

 

Without admitting to the SEC’s findings, VFA agreed to a $1 million settlement for the alleged failures in its 

cybersecurity policies and procedures. VFA was also required to retain an independent consultant to review 

its policies and procedures for compliance with the Rules. 

 

Conclusion 

 

This is the first SEC enforcement action in relation to a violation of the Identity Theft Red Flags Rule and it 

provides guidance on the SEC’s expectations relating to cybersecurity policies and procedures. It also 

provides a look at the potentially severe regulatory, financial and reputational risks where actions taken by 

registered broker-dealers and investment advisers to comply with the Rules fall short. In particular, it appears 

that merely having cybersecurity policies and procedures in place will not be sufficient if they are not 

reasonably designed or ineffective.  

 

 

SFC licensing and compliance hints 
 

Rebecca Yip 

 

Has the SFC got your latest details? 

 

Do you have a system for reminding licensed representatives of the need to notify the SFC of changes in 

personal information? We often find people forget to notify changes in passport details, residential address 

and telephone numbers and so on. 

 

The SFC has, since 26 November 2018, started issuing approval letters for individual licence applications by 

email according to its recent circular 

(https://www.sfc.hk/edistributionWeb/gateway/EN/circular/openFile?refNo=18EC84). Once an individual 

licence application is granted, the approval letter will be sent to the personal and office email addresses of the 

applicant as well as his/her licensed company’s email address on the following day. If you are in a compliance 

role, you should check the SFC’s portal to see if the company has provided the SFC with an email address. If 

you are a licensed individual, you also need to update the SFC of your email address through the portal. 

 

Flexibility on submission of corporate notifications and annual returns 

 

Also mentioned in the same circular, the SFC now also permits any person authorised by the board of a 

licensed company (e.g. the compliance officer), to submit notifications and annual returns on behalf of the 

licensed company; previously notifications and returns had to be submitted by a responsible officer. 
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New look for the SFC, new look on certificates 

 

The SFC launched a new logo in October 2018 which you may have noticed on its website and some of its 

publications. The SFC announced on 3 December 2018 that corporate licensing certificates issued from that 

day will bear the new logo (https://www.sfc.hk/edistributionWeb/gateway/EN/circular/doc?refNo=18EC86). 

Certificates with the old logo remain valid. 

 

 

Recent publications 
 

Liquidators held personally liable for costs of an unsuccessful application seeking to void transactions 

 

Hong Kong Court holds that claim in tort was not affected by arbitration clause 

 

“Innocent Purpose” (aka No Profit) defence in insider dealing narrowly construed by the Court of Final 

Appeal 

 

Hong Kong Court orders director to personally pay litigation costs 

 

Hong Kong Court refuses to recognise arbitral award on public policy ground 
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